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ABSTRACT The convergence of the Internet of Things (IoT) and 5G will open a range of opportunities
for the deployment of enhanced sensing, actuating and interactive systems as well as the development of
novel services and applications in a plethora of fields. Given the processing and communication limitations
of both IoT devices and the most novel IoT transmission technologies, namely, Low Power Wide Area
Network (LPWAN), there are notable concerns regarding certain security issues to be overcome in order to
achieve a successful integration of LPWAN systems within 5G architectures. In this survey work, we analyze
the main security characteristics of LPWANs, specially focusing on network access, and contrast them with
5G security requirements and procedures. Besides, we present a comprehensive review and analysis of
research works proposing security solutions for the 5G-LPWAN integration. Finally, we explore open issues
and challenges in the field and draw future research directions. From our analysis, it is evident that many
efforts are being devoted from the academia, industry and Standards Developing Organizations (SDOs)
for achieving the desired confluence of IoT and 5G worlds. We envision a successful integration of both
ecosystems by exploiting novel lightweight security schemes addressing the stringent security requirements
of 5G while being assumable by constrained IoT devices.

INDEX TERMS 5G, Internet of Things (IoT), Low-Power Wide-Area Network (LPWAN), Security

I. INTRODUCTION

The Internet of Things (IoT) has revolutionized our lives
as it has paved the way for a plethora of applications and
services never imagined few time ago. Undoubtedly, the IoT
ecosystem will be integrated as part of the upcoming 5G
paradigm [1]. Before the final development and deployment
of these complex systems, a lot of effort is being devoted
to the security aspects of the novel 5G architecture. It is
envisioned that by the convergence of these technologies
our daily life will be almost continuously connected, hence
several challenges related to security and privacy emerge [2].

Most of the new wave of IoT services will be based
on autonomous end-devices (EDs), which perform specific
tasks in an unsupervised way, i.e., adopting a Machine-type

Communication (MTC) approach [3]. These elements usu-
ally gain connectivity through wireless network technologies,
thus enabling their deployment in remote and wide areas.
Due to the constrained features of both EDs and typical IoT
wireless technologies, the security aspects of these networks
are not as robust as in traditional non-constrained architec-
tures, consequently opening a door for potential malicious
attacks focused on both the end-nodes and the core network.

One of the wireless technologies that is gaining great
relevance for enabling novel IoT applications is Low Power
Wide Are Network (LPWAN) [4]. The most prominent char-
acteristics of these wireless communication solutions are i)
long coverage range of over 10 km, ii) very low power
consumption of EDs, and iii) great scalability. All of them
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are highly beneficial in IoT scenarios. However, these fea-
tures are reached at the expense of reducing the number of
daily transmissions and the size of the transmitted messages.
Clearly, both restrictions severely harm the security capabili-
ties of these wireless links that, as mentioned above, need to
be protected for avoiding attacks of different nature.

The goal of this paper is to analyze the main security
issues of LPWAN technologies that must be addressed, and
their implications for integrating LPWAN networks in the
5G ecosystem. In fact, during recent years, there has been
a constant and steady increase in the volume of publications
about 5G security and LPWAN as presented in Fig. 1, which
shows the yearly publications’ volume extracted from Sco-
pus1, a major academic abstract and citation index database.
The covered time period goes from 1st January 2014 to
31st December 2019. The search returned 1536 publications
during the 2018–2019 period regarding “5G Security” and
“LPWAN” topics. This review analysis evidences the great
interest in 5G and LPWAN ecosystems as well as in their
potential convergence [5]. However, the stringent security
requirements of the complex 5G architecture are not al-
ways simple to be addressed by LPWAN solutions, given
their communication constraints. Even so, many research
proposals from the academia are filling this gap and the
secure integration of LPWAN technologies within the 5G
architecture is now getting a great and firm momentum.

A. CONTRIBUTIONS
Unlike previous surveys that can be found in the literature
[1], [2], [6]–[14], this work aims to focus on current research
proposals and standardization efforts related to security as-
pects, mostly related to network access, which is the basis
for establishing a secure communication with the network,
in relevant LPWAN technologies such as Narrowband-IoT
(NB-IoT) [15]–[19], LoRaWAN [20], or Sigfox [21]. These
tasks are of prominent importance when deploying massive
or ultra-dense networks for ensuring the overall security of
the IoT architecture. We provide several classification aspects
to analyze different approaches, and describe recent research
papers addressing such issues. Besides, we explore the se-
curity requirements of present and future IoT applications,
identifying current challenges that need to be addressed for
a secure and scalable integration of LPWAN technologies
within 5G infrastructures.

Table 1 summarises a comparison of related survey papers
addressing similar topics as those presented in this work.
Concretely, the main contributions of our work are the fol-
lowing: (i) a technical description addressing the security
integration of 3GPP NB-IoT technology into the 5G ecosys-
tem, (ii) a similar discussion regarding other non-3GPP IoT
LPWAN technologies such as LoRaWAN, Sigfox, etc., (iii)
a requirement analysis for IoT technologies in order to be
integrated within the 5G architecture and support its services,
(iv) an analysis of IoT use-case security requirements, (v)

1https://www.scopus.com

a comprehensive review of recent LPWAN security-related
research, (vi) a discussion of international initiatives, spe-
cially focused on European efforts related to the deployment
of a secure 5G ecosystem, and (vii) a review of related
standardisation efforts. As can be seen in Table 1, previous
survey works [1], [2], [6]–[14] do not fully cover all the
aspects pointed above.

The rest of this paper is organized as follows. Section II
justifies the integration of LPWAN and 5G ecosystems by
identifying key IoT-5G fields of application. The require-
ments of the 5G architecture for a secure integration of IoT
systems are deeply discussed in Section III. A wide review
of 5G-LPWAN security proposals from the academia is pre-
sented in Section IV. Open issues and research challenges in
different related aspects are described in Section V. Section
VI explores future research directions and trends. The paper
is concluded in Section VII presenting the most important
facts.
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FIGURE 1: Number of “5G Security” and “LPWAN” publi-
cations indexed in Scopus during 2014–2019.

II. IOT APPLICATIONS IN THE 5G ARCHITECTURE
Many vertical industries will benefit from the generalized
deployment of IoT networks and their integration within
5G architectures [1]. Smart cities [22] is one of the most
studied scenarios, envisioning secure and reliable IoT con-
nectivity [23] for novel smart applications such as energy-
efficient buildings, parking control, waste management, etc.
This will entail the coexistence of different type of Radios
Access Technologies (RATs), from broadband connections,
e.g., 4G/5G, WiFi, etc., to low-power alternatives such as
Zigbee [24], 6LoWPAN [25], or LPWAN-based solutions.
This opens real issues from the security perspective in order
to provide a seamless connectivity to the EDs. In this line,
novel authentication mechanisms should be developed for
enabling a fast transition from one RAT to another one,
specially in the case of using constrained communication
channels such as those employed by low-power IoT devices.
Another vertical that will be highly challenging to manage
due to the mobility conditions of the users and EDs is Intelli-

2 VOLUME 4, 2016
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TABLE 1: Contribution comparison with related survey works

Topic\Work [1] [2] [6] [7] [8] [9] [10] [11] [12] [13] [14] This work
NB-IoT – 5G integration Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes

non-3GPP LPWAN – 5G integration Yes No Yes Yes Yes Yes No No No No Yes Yes
LPWAN communication security requirements Yes Yes No No No Yes Yes Yes Yes No Yes Yes

IoT use-case security requirements Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
LPWAN security research No No No No No No No No No No No Yes

International initiatives No No No No No No No Yes No No No Yes
Standardisation efforts Yes No Yes Yes No No No Yes No No No Yes

gent Transportation Systems (ITS) [26]. Many services have
been defined under this umbrella: vehicle monitoring, goods
tracking, safety applications, etc. Depending on the areas in
which the vehicle is travelling, the available RATs are highly
changing. In urban scenarios it is very likely to have a number
of available connections, however in rural regions, only long-
range technologies, e.g., LPWAN, will provide IoT connec-
tivity. In addition, the network requirements of the different
vehicular services are diverse in terms of latency, bandwidth,
or reliability. Therefore, adaptive applications are needed to
adjust their functioning to the available network-resources. A
use case that may be integrated within these verticals (smart-
cities and ITS) is eHealth [27]. Big static infrastructures
such as hospitals and mobile elements such as monitored
individuals or ambulances will cooperate to provide constant
and real-time information about patients. This specific use
case will present additional security requirements due to
the highly sensitive data flowing through the network. Data
leaking must be avoided while patient’ identity-privacy have
to be guaranteed as well. Therefore, highly secured authenti-
cation methods should be implemented in monitoring devices
to ensure the source of the information and protect user’s
privacy.

Besides the verticals industries discussed above, which
include mobile scenarios, other use cases present additional
challenges in static deployments due to the lack of broad-
band connectivity. This situation happens when the EDs
are installed in remote areas, for example in use cases of
smart-grid [28] and smart-agriculture [29]. In both of them,
the elements to be monitored, e.g., electric grids, or crop
plantations, among others, cover wide extensions far from
urban areas. Under these conditions, it is difficult and ex-
pensive to provide broadband connectivity to EDs. Therefore
other communication solutions have been developed such as
LPWAN technologies to cover this gap given the relevant
characteristics mentioned previously [6]. For applications in
rural areas, LPWAN technologies are the main solutions to
provide an adequate connectivity to low-power EDs.

Different LPWAN-based solutions are being currently con-
sidered to be integrated within the 5G ecosystem. Two dif-
ferent families maybe identified: (i) cellular-based solutions,
e.g., NB-IoT, and (ii) standalone infrastructures, e.g., Lo-
RaWAN, Sigfox, etc. Both of them provide key features to
permit low-cost and low-power IoT deployments, but their
integration with 5G infrastructures presents different secu-
rity issues. Regarding the first group, the security demands

of 5G are considered by design. NB-IoT devices imple-
ments the 4G stack, which includes secure authentication
processes as regular cellular terminals. Therefore, the NB-
IoT integration in the 5G ecosystem is straightforward. On
the other hand, non-cellular solutions should adapt their
authentication mechanisms to be compliant with the security
requirements of 5G systems. However, LPWAN solutions
such as LoRaWAN or Sigfox present inherent limitations
for supporting classic authentication protocols (e.g. Internet
Key Exchange (IKE) or Transport Layer Security (TLS)),
which opens a dangerous way of intrusion from the edge
nodes towards the network core. In first place, LPWAN-based
technologies are highly restricted considering the number of
messages allowed for transmissions per day and their length.
For that reason, considering typical authentication protocols
employed in non-restricted systems is not a valid approach
for these systems, as they make use of several big-sized
messages. Besides, IoT EDs are usually severely limited in
terms of computation capacity due to their energetic restric-
tions, so performing complex cryptographic operations is not
a valid option to be considered. Therefore, the authentication
methods under these conditions should be lightweight tech-
niques not involving excessive communication overhead but
providing the security levels demanded by 5G architectures
without the need of performing heavy computations in EDs.
In the following section, a comprehensive description of the
requirements posed by 5G architectures in order to permit the
integration of IoT networks is given.

III. 5G SECURITY FOR IOT INTEGRATION

As stated above, the network access security domain is one
of the most critical aspects in 3rd Generation Partnership
Project (3GPP) architectures as it covers the set of speci-
fications and features that enable EDs to authenticate and
securely access the network. From an architecture-centric
perspective, these mechanisms protect the whole system from
unauthorized access or attacks originated in the radio seg-
ment, so it acts as a first and crucial defensive barrier. While
off-the-self 3GPP communication technologies are compli-
ant with standard network registration and authentication
procedures defined for cellular architectures, the integration
of other non-3GPP solutions like LPWAN, specially in the
IoT field, is not yet clear, given the stringent security re-
quirements posed by cellular architectures and the limited
resources of many IoT devices. In the following, we explore
the authentication mechanisms defined for 5G in order to
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understand the requirements for a potential integration of IoT
solutions within these 3GPP architectures.

A. 5G SECURITY ARCHITECTURE

5G security requirements drive the need for advanced fea-
tures that improve the network authentication and key man-
agement procedures with respect to previous 3GPP-defined
architectures. Some of these features include a unified frame-
work that supports different use cases, ED identity protection,
and secure key derivation and distribution, among others
[30]. Thus, authentication and key management are funda-
mental parts of the cellular network design and their secure
operation in order to enable mutual authentication between
end-user and the Serving Network. Also, the need for a more
modular system architecture leads to the necessity of deriving
crypto keys for protecting both user-plane data and radio
signaling. 5G architecture has evolved from previous cellular
systems by including new blocks that enrich its functionality.
In this line, the 3GPP defines a set of network functions that
take part in the authentication and authorization procedures.
The entities that participate in this process are represented in
Fig. 2 and described as follows:

• The SEcurity Anchor Function (SEAF) is located in the
Serving Network, relying the authentication messages
between the ED and the Home Network during authen-
tication. Although this entity can either accept or reject
the ED’s authentication attempt, normally it follows the
Home Network decision.

• The AUthentication Server Function (AUSF) is placed
in the Home Network and accessed by the SEAF. This
entity is in charge of performing direct authentication
with the ED, thus deciding whether to accept or not.
Also it depends on the back-end to derive session keys
whenever the procedure employs 5G-defined authen-
tication methods. Besides, it handles queries received
from both 3GPP and non-3GPP access networks.

• The Authentication Credential Repository and Process-
ing Function (ARPF) works within the Unified Data
Management (UDM), which hosts a set of functions in
charge of data management. ARPF chooses the authen-
tication method based on subscriber ID and configured
policies. Additionally, it computes the session crypto
material from the long-term key employed in authen-
tication and security association purposes.

• The Subscription Identifier De-concealing Function
(SIDF) is also found within the UDM, and provides the
de-concealment of the encrypted subscriber identifier.
During 5G authentication processes, the long-term iden-
tifier (i.e. the Subscription Permanent Identifier (SUPI))
is always encrypted before being transmitted over the
radio link. When encrypted, the long-term identifier
is known as Subscription Concealed Identifier (SUCI).
More specifically, a public-key infrastructure is em-
ployed in the process, where the SIDF holds the private
keys needed for decryption of the SUCI.

• The Non-3GPP Interworking Function (N3IWF) is
needed only when the authentication is performed over
an untrusted non-3GPP access network. It acts as a
Virtual Private Network (VPN) server and establishes
an IPSec [31] channel with the User Equipment (UE).
This way, the UE may perform a secure authentication
to access the core services.

FIGURE 2: 5G Security Functions (extracted from [32])

All the aforementioned elements compose the 5G Unified
Authentication Framework, whose goal is two-fold, namely,
to make 5G authentication open by supporting standardised
methods, and being access-network agnostic, i.e., working
with both 3GPP and non-3GPP access networks, e.g., WiFi
or fibre.

In 5G architectures, authentication and key management
procedures are differentiated in primary authentication and
secondary authentication. On the one hand, primary authen-
tication defines the mechanisms that permit UEs accessing
to the Serving Network domain. Hence, it is exclusively
managed by mobile network operators. Additionally, in a
roaming scenario, the Serving Network co-operates with the
subscriber’s Home Network to allow network registration and
access. On the other hand, secondary authentication proce-
dures define how to access Data Networks (DNs) outside
of the cellular infrastructure itself as DNs may belong to
external domains and are not necessarily managed by the
telecom operator. This division is one of the new integration
features of the 5G system with regards to 4G, where this
distinction was not available.

1) Primary Authentication
When a UE tries to register at a specific serving network for
the first time, it creates a new 5G Security Context [33]. The
data stored in this context will change through the authentica-
tion and key derivation exchanges needed by the 5G system.
Additionally, the main goal of holding this information is to
save resources by avoiding repeated transactions procedures,
and further optimising mobility and handover processes. A
UE may hold several different security contexts, one for

4 VOLUME 4, 2016



This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI
10.1109/ACCESS.2020.3041057, IEEE Access

Author et al.: Preparation of Papers for IEEE TRANSACTIONS and JOURNALS

each serving network connection. For instance, if a UE has
previously accessed a serving network and both the UE and
the network domain kept a copy of the security context,
the serving network may re-activate the previously obtained
context and skip the authentication and key derivation pro-
cedures. Besides, mobility and handover leverage on two
kinds of UE registrations, namely, (i) with different serving
networks, or (ii) with the same serving network but through
different radio access networks. In the first case, the UE must
separately authenticate with each serving network and keep
one 5G security context for each operator. In the latter, the UE
can access the same serving network through different access
technologies, 3GPP and non-3GPP, reusing the same 5G
security context even when switching access networks [33].

The 5G security context is the established local state at
the UE and the serving network domain. It is composed
by the 5G Non-Access Stratum (NAS) security context, the
5G Access Stratum (AS) security context for 3GPP access,
and/or the 5G AS security context for non-3GPP Access.
The security contexts hold different types of data like derived
keys, cryptographic material, different counter variables for
security algorithms, UE security capabilities, key set identi-
fiers, etc.

In order to register at a serving network, the system must
employ the two major authentication services defined by 5G,
namely: (i) NAUSFUEAuthentication exposed by the AUSF,
and (ii) NUDMUEAuthentication exposed by the UDM. Re-
garding authentication methods, 5G specifies three of them to
be taken as default mechanisms, namely: (i) 5G-AKA [33],
(ii) Improved Extensible Authentication Protocol Method for
3rd Generation Authentication and Key Agreement (EAP-
AKA’) [34], and (iii) the EAP-TLS Authentication Protocol
(EAP-TLS) [35]. These authentication and key exchange
methodologies are described in the following:

(i) 5G-AKA: Fig. 3 showcases the sequence diagram of
the 5G-AKA exchange. As a common procedure to all the
authentication methods mentioned above, first, the UE sends
a registration request including its SUCI to the SEAF in order
to start the authentication process. Next, the SEAF begins the
authentication process with the Home Network by sending an
authentication request to the AUSF. This permits the AUSF
to verify if the Serving Network is authorised to perform such
task. In turn, the AUSF will send the authentication request
to the UDM/ARPF. Since the SUCI is provided, the SIDF
will be invoked to obtain the long-term identifier in its plain-
text form, i.e., the SUPI. Finally, the SUPI is employed by
the system to choose the authentication method and policies
regarding the UE.

Then, the UDM/ARPF starts its specific procedure by
sending an authentication vector that contains the authenti-
cation token, AUTH token, the expected response token,
XRES token, and the authentication and encryption deriva-
tion key, KAUSF . Optionally, if the SUCI was included in the
request, the SUPI is added to the preceding fields as follows:
[AUTH,XRES,KAUSF , [SUPI]].

Next, the AUSF stores the KAUSF and computes the hash

Home NetworkServing Network

UE SEAF AUSF UDM/ARPF/SIDF

SUPI ← SUCI
Choose Auth. Method
Generate Auth. Vec.

HXRES ← XRES

Auth Request
[AUTH]

Check AUTH

Auth Response
[RES]

Check RES
KSEAF ← KAUSF

Auth SuccessKAMF ← KSEAF

Check RES

Auth Success
[ngKSI, ABBA]

Auth Req. Signal
[SUCI]

①

Nudm_UEAuthentication_
GetRequest
[SUCI, SNid]

[SUCI, SNid]

Nausf_UEAuthentication_
AuthenticateRequest

Nausf_UEAuthentication_
AuthenticateResponse

Nausf_UEAuthentication_
AuthenticateRequest

[AUTH, HXRES]

[RES]

[KSEAF [,SUPI]]

[AUTH, XRES, KAUSF [,SUPI]]

Nudm_UEAuthentication_
GetResponse

Nausf_UEAuthentication_
AuthenticateResponse

FIGURE 3: 5G-AKA exchange sequence diagram.

of the expected response token as HXRES, which in turn
is bundled with the AUTH token and sent together to the
SEAF as [AUTH token,HXRES]. Next, the SEAF stores
the HXRES and sends the AUTH token to the UE. In
turn, the UE validates the received AUTH token with the
shared key, which is only known by the Home Network. At
this point, if the validation was successful, the UE considers
the network as authenticated. This ends the first stage of the
procedure; as a result, the UE has derived its local copy of the
key hierarchy. The UE will follow by notifying the Serving
Network of the successful result of the operation.

Then, the UE sends the authentication response message in
order to continue the process by generating the authentication
response token, RES token, and sending it to the SEAF.
The SEAF validates the RES token and delivers its contents
to the AUSF. As mentioned above, the AUSF in the Home
Network ultimately decides if the authentication is accepted
or rejected. If the AUSF accepts the RES token as valid,
it generates the anchor key, KSEAF , and sends it back to
the SEAF. Optionally, if the SUCI was included in the origi-
nal registration request, the SUPI is added to the response.
As soon as the SEAF receives the KSEAF , it derives a
KAMF and deletes the KSEAF . Then, it will notify the
authentication’s success to the UE, including other security
parameters that allow the UE to derive the KAMF locally.
The Access and Mobility Management Function (AMF) will
employ KAMF to generate the confidentiality and integrity
keys that protect UE’s signaling. Finally, the AUSF notifies
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the UDM/ARPF about the result of the procedure for logging
and auditing purposes. As aforementioned, the UE keeps
hold of the long-term key that is employed to derive all
the key hierarchy. Hence, the UE will share a local copy
of the whole set of keys. Note the important function of
the KSEAF , known as anchor key in 5G-AKA procedures,
employed in both 3GPP and non-3GPP access networks
aiming at identifying an authorised Serving Network, thus
preventing Serving Network impersonation attacks.

(ii) EAP-AKA’ in 5G: If either EAP-AKA’ or EAP-TLS
are employed instead of 5G-AKA, then the UE and AUSF
act as EAP end-points [36]. In this scenario, the UE and
AUSF behave as EAP peer and server, respectively, and the
SEAF plays a pass-through role during the authentication
process. Like 5G-AKA, EAP-AKA’ is based in the challenge
- response principle, with a shared secret key known by both
UE and Home Network. Likewise, it obtains the same secu-
rity features as 5G-AKA. However, the message exchange is
different to those of 5G-AKA as shown in Fig. 4.

First, similar to the 5G-AKA method, the UE launches
the primary authentication process by sending a registration
request signal that will eventually reach the UDM. With the
data contained in the registration request, the UDM attains
the UE’s SUPI and the authentication method is chosen based
on the user policies. Then, a regular EAP-AKA’ exchange
takes place as described in RFC 5448 [34]. During this pro-
cedure, EAP payloads get encapsulated in NAS packets when
travelling between UE and SEAF. Then, they are forwarded
within 5G service messages from SEAF to the AUSF. As
aforementioned, in EAP-AKA’ the SEAF forwards certain
messages without taking part in the authentication decision
process.

(iii) EAP-TLS in 5G: EAP-TLS is mainly defined in 5G to
be used in specific deployment modes of operation. The most
typical scenarios are private networks or IoT environments.
The architecture is similar to that of EAP-AKA’, i.e., the au-
thentication end-points are the UE and AUSF, with the SEAF
assuming the role of transparent forwarder. Nevertheless,
EAP-TLS presents fundamental differences with the other
authentication methodologies. Its main characteristic is the
trust model established between the UE and network. EAP-
TLS mutual authentication between them leverages on trust
of public certificates. In some cases pre-shared keys (PSKs)
can also be employed. However, in AKA-based methods, the
trust exclusively leverages on the shared symmetric key pre-
installed in both UE and network. EAP-TLS removes the
need of managing and storing large amounts of long-term
keys at the Home Network. This considerably reduces key
management issues, at the cost of introducing a Public Key
Infrastructure (PKI) into the system.

In order to obtain mutual authentication, both the UE and
AUSF can verify each other’s certificates or PSKs. Both of
them must have been previously established either in a previ-
ous TLS handshake or by means of out-of-band methods. At
the end of the EAP-TLS process, an Extended Master Session
Key (EMSK) is derived and the KAUSF is taken from the

Home NetworkServing Network

UE SEAF AUSF UDM/ARPF/SIDF

Nudm_UEAuthentication_
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[EAP-AKA AV [, SUPI]]
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SUPI]N1 Message

[EAP Success, ngKSI, ABBA]

Auth Req. Signal
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Choose Auth. Method
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Nudm_UEAuthentication_
GetRequest

Nausf_UEAuthentication_
AuthenticateRequest

[ SUCI , SNid ]
[ SUCI, SNid ]

FIGURE 4: Authentication procedure for EAP-AKA’

lowest 256 bits of it.
Fig. 5 presents the 5G EAP-TLS protocol steps. Given

their complexity, in the following we provide a comprehen-
sive description of these steps.

1) Similar to the rest of primary authentication methods,
first, the UE sends a registration request signal to the SEAF
in the Serving Network. As aforementioned, this registration
request includes the UE’s SUCI. Upon receiving this mes-
sage, the Serving Network starts the authentication process
by including its identifier and forwarding this message to the
Home Network. The AUSF checks that the identifier belongs
to a legitimate Serving Network and, in that case, the request
gets passed onto the UDM to obtain the SUPI by deciphering
the SUCI.

2) The UDM checks the policies associated to the received
SUPI, this way, the authentication method to be used is
determined. Thereby, it signals the AUSF that 5G EAP-TLS
is the chosen authentication method. In turn, the AUSF sends
a TLS_START to the UE through the SEAF, indicating the UE
that the EAP-TLS procedure has been initiated.

3) The UE aggregates several ciphering attributes that
include a list with the supported algorithms by the UE.
This message is known in the EAP-TLS exchange as the
client_hello.

4) The AUSF answers the UE with its own cipher-
ing attributes, including the supported algorithms, and the
Home Network certificate. This EAP message is known as
server_hello. Note that as EAP-TLS supports several TLS
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FIGURE 5: EAP-TLS authentication procedure over 5G
networks for initial authentication

versions, negotiating the version to be employed is part of the
client_hello/server_hello exchange. The protocol procedure
described here follows the RFC5216 [35] standard, which
uses TLS v1.1. Finally, the UE validates the Home Network
by verifying the received certificate. If the check successes,
at this point in the procedure, the UE considers the Home
Network as authenticated. As aforementioned, the UE is able
to validate the certificate because a previous trust model is
established.

5) Next, the UE generates a session key Ksession as
detailed in [35], which will be employed during the rest of
the exchange. Likewise, it computes several crypto attributes
including a hash of the previous handshake messages, i.e.,
steps 2, 3, and 4. They are added to the following package
that also includes a copy of the UE’s certificate. Additionally,
the change_cipher_spec signals the other end-point a success
in the algorithm negotiation, indicating that the chosen al-
gorithm will be employed during the rest of the handshake.
When receiving this message, the AUSF verifies the UE’s

certificate, hence the Home Network considering the UE as
authenticated. Similarly to the UE, the Home Network is
expected to be pre-configured with all the material needed
to validate the UE’s certificate. Alternatively the Home Net-
work may use the PKI to attain such information. Then, the
AUSF also computes the hash of the previous handshake
messages and checks if the values match with those received
from the UE. As a result of these computations, the AUSF
derives the session key Ksession.

6) The AUSF encrypts its computed hash of the previous
handshake messages, i.e., steps 2-4, with the Ksession, and
sends it to the UE. Upon reception, the UE will check if
the received hash equals its own copy. If they match, the UE
considers the authentication process successful.

7) To indicate the end of the procedure, the UE sends an
EAP_TLS message to the SEAF, which forwards it to the
AUSF. The AUSF generates a new KSEAF using crypto
attributes exchanged during the handshake.

8) Finally, the AUSF sends the KSEAF and the SUPI
together in a success message to the SEAF. The SEAF
forwards the success message to the UE. Then, the SEAF
considers the primary authentication process as completed.
In turn, the UE derives its own copy of the KSEAF . From
this point onward, all the communications will be encrypted
with the KSEAF .

There are two 5G security parameters employed in all
primary authentication methods described above, namely the
5G Key Set Identifier (ngKSI) and the 5G Anti-Bidding down
Between Architectures (ABBA) parameter. Both of them are
sent from the SEAF to the UE, in order to securely derive the
KAMF . On the one hand, the ngKSI parameter is an identifier
that points to the specific key set in the partial security
context employed during the key exchange procedure. On
the other hand, the ABBA is a parameter meant to provide
flexibility and security in future 5G releases. It is initialised
to zero and updated each time the security parameters are
changed during authentication. This way, the system avoids
attacks related to one party switching to a lower security
release midway.

As a result of a UE authentication process, a number of
implications take place, namely:

• The Serving Network must authenticate the UE with its
identifier in plain-text, i.e., the SUPI.

• The UE also authenticates the Serving Network as a side
effect of the authentication and key agreement process.

• The Serving Network gets authorization by the Home
Network to provide access and services to the UE.

• The UE will get assurance that it is connected to an
authorized Access Network.

• The Serving Network will authorize the UE’s access to
the offered services based on its profile.

• Unauthenticated Emergency Services will be granted to
UEs in order to meet the region regulations.
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2) Non-3GPP Access Technologies
As explained before, the underlying aim of 5G authentication
procedures is to support several kinds of accesses by exploit-
ing a series of standardised mechanisms [37]. To enable that,
the core provides each UE with specific interfaces for user
and control planes. These are employed to communicate with
the device, regardless of the employed access technology.

To keep the unified association between UE and Serving
Network despite the network access methodology, there are
some common protocols and services kept in both 3GPP and
non-3GPP access. Some of the most relevant services include
the same NAS protocol between the UE and 5G core, through
the so-called N1 interface. Also, the same User Plane Func-
tion (UPF) service maintains the Packet Data Unit (PDU)
session despite the UE switching from and to 3GPP or non-
3GPP technologies. This improves the overall efficiency of
advanced mobility services because only one UPF is involved
in 3GPP and non-3GPP access. Nevertheless, some particular
aspects of 3GPP standardised technologies are lost when
the non-3GPP access is employed. For example, the User
Location Info (ULI) service providing geographical position
data employs the cell identifier that the UE employs to access
the core. However, there is no such functionality defined
when the UE employs non-3GPP access. Another feature not
available for non-3GPP accessing UEs is the Discontinuous
Reception (DRX) procedure that notifies the existence of
downlink information waiting to be transmitted. Lastly, the
handover processes of 3GPP technologies is managed by the
Radio Access Network (RAN); in contrast, non-3GPP EDs
manage the handover themselves without external support.

Since there is only a single control plane connection for
each UE, this allows the 5G core to manage the device in
a similar manner, despite employing 3GPP or non-3GPP
access technologies [38]. This is possible thanks to common
services like the NAS signaling, address allocation, or policy
enforcement. As a result, the management effort is coordi-
nated by converging all the traffic to the same core. Traffic
flows from the core or originated in the access network may
be efficiently optimised in an end-to-end basis. Thanks to
this design, the UPF retains an overall vision of all anchored
accesses, from and to the UE. At the same time, the AMF
has the visibility over all radio links statuses and the radio
spectrum availability. All the aforementioned design choices
enable high performance features like load balancing, more
accurate access technology selection, core network traffic op-
timisation, and end-user energy performance, among others.

In 5G, UE access to the Serving Network through non-
3GPP technologies is established by a signaling between the
UE and the core. First, the UE connects to the chosen non-
3GPP access network by procedures outside of 3GPP spec-
ification scope, e.g., WiFi. This connection may or may not
be secured, with regards to data confidentiality or integrity.
From the viewpoint of the 5G, it does not matter because the
5G core does not rely on the non-3GPP technology’s security
features. Thus, the UE starts communicating with the N3IWF
employing the non-3GPP access technology as a mere carrier

of signaling information. The end-goal of this procedure is
to establish a secure signaling connectivity between UE and
the serving network over an untrusted channel, namely, the
non-3GPP access network. In order to achieve this, an IPSec
link is attained between UE and AMF. The UE receives the
N3IWF’s IP address from the access network and begins an
IKE [39] exchange with the N3IWF. The goal is to protect
both UE and N3IWF from possibles attacks over the un-
trusted non-3GPP access network. The IKE procedure com-
plies with the RFC7296 specification with a few adjustments,
i.e., the UE will provide the N3IWF with its AMF identifier
so that it can negotiate access to the core. Through the AMF,
the UE establishes its NAS signaling channel with the 5G
core, employed in further services like registration or authen-
tication signaling. Note that, at this point the IKE exchange is
still halfway its authentication phase, hence using the EAP-
5G protocol, the NAS signaling is sent as a specific variation
of the common EAP defined in RFC3748 [36]. Finally, the
AMF provides the N3IWF with security material needed to
finish the IKE establishment. Moreover, an IPSec security
association is achieved, dedicated to NAS signaling. From
that moment, the NAS signaling travels embedded within the
IPSec tunnel.

3) Secondary Authentication
As mentioned previously, secondary authentication proce-
dures define how to access data networks (public or private)
outside of the cellular infrastructure itself. One of the advan-
tages of secondary authentication is that devices can access
the data network regardless of their communication technol-
ogy. It employs standardised EAP technologies through the
Serving Network to transparently access the target domain
without specific customization by the administrators, thus
improving flexibility of deployments by broadening the type
of compatible devices. This is specially relevant in IoT sce-
narios due to the heterogeneity of devices composing them.
Secondary authentication is optional and, as a pre-condition,
the UE must be registered in the Serving Network and have
a network access security context, obtained through primary
authentication.

In this scenario, UE, Session Management Function
(SMF), and external Authentication, Authorization and Ac-
counting (AAA) [40] server act as the EAP peer, authentica-
tor, and server, respectively. The authentication procedure is
started by the UE, which sends a PDU session establishment
request to the Serving Network. This request contains all
the authentication and authorisation information required for
the Serving Network to identify the specified Data-Network
Authentication, Authorisation, and Accounting (DN-AAA)
server. Next the AMF, SMF, and UPF within the Serving Net-
work forward the EAP request/response messages between
UE and DN-AAA. All authentication and key derivation
messages pass through the Serving Network. Finally, after
a successful EAP authentication, the DN-AAA sends an
EAP-Success message to the SMF, which stores the new
security relationship between UE identifier and data network
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identifier (DNN). This ends the secondary authentication
procedure and gives way to a new PDU session establishment
procedure initiated by the UE.

B. REQUIREMENTS FOR SECURE IOT APPLICATIONS
OVER 5G
Being able to cope with a highly dynamic ecosystem is one
of the 5G security drivers [37]. Current cellular networks are
dominated by monolithic deployments controlled by a single
network operator which owns all the radio access and system
infrastructure, and manages all the offered services. In turn,
5G is aimed at supporting several specialised stakeholders
that will provide end-user network services. For this reason,
5G security requires high flexibility in order to efficiently
support any unexpected use-case or application. For instance,
security mechanisms devoted to ultra-low latency mission-
critical communications may not be adequate for massive IoT
deployments consisting of constrained devices sporadically
sending small packets.

5G service requirements are collected in [41]. These were
identified by 3GPP’s service and system technical specifica-
tion group (TSG-SA) and include the security requirements
of IoT applications. The IoT umbrella covers EDs with
different characteristics, e.g., diverse life-cycles, long life-
spans of years, lack of keypads or displays, etc. These devices
may change owner several times, e.g., inherited IoT deploy-
ments or consumer goods, and, in many cases, there are
not any solution for customization or firmware modification.
Additionally, the majority of these devices can operate au-
tonomously without human supervision. This drives the need
to dynamically establish or refresh cryptographic material
such as credentials. Although there are some out-of-band
(OOB) bootstrapping protocols currently under standardisa-
tion [42]–[44], they require physical access for each device to
be updated, which greatly increments management overhead.

IoT devices are not only heterogeneous in their computing
power but also in their networking capabilities. Different-
purpose EDs may require the transmission of packets with
diverse lengths employing different communication channels
and using a variety of data-rates; for example, periodic report
packets from a light post may not be as urgent as the alarms
triggered by a fire detector. Moreover, some IoT scenarios
would prefer fairness in network resource allocation, i.e.,
all devices have similar available network resources for
transmitting/receiving data. In this line, 5G security is also
characterized by the need of seamlessly available access-
independent security mechanisms due to the constant emer-
gence of novel access technologies, including licensed and
unlicensed, 3GPP and non-3GPP.

In order to handle the discussed security requirements, and
as described in the previous section, 5G manages authen-
tication employing a unified framework. Some of its main
security requirements include support of efficient authentica-
tion means for a wide range of IoT devices, and the use of
a suitable authentication framework, namely EAP, to allow
alternative authentication mechanisms to those standardised

by 3GPP, e.g., 5G-AKA. These mechanisms may employ
different types of credentials defined by standardisation bod-
ies outside of the 3GPP when accessing non-public net-
works [41]. Besides, the 5G authentication shall also support
alternative authentication methods defined by the operator
with different types of credentials for IoT deployments in
private and isolated deployments.

The lack of trust in a roaming partner is another major
5G security design choice [45]. As Home Networks do not
usually trust the Serving Networks employed by EDs, the
full control of authentication and key derivation processes
is given to the former. Through these procedures, the Home
Network is able to discover if the ED is connected to the le-
gitimate Serving Network, and not a malicious impostor. 5G
standardisation has chosen EAP as a suitable authentication
framework because it is compatible with different methods
that can match the specific use-case characteristics and needs.
With a focus on flexibility and scalability, EAP and AAA are
key technologies in massive IoT use case integration [46].

Finally, bandwidth efficiency is one of the major concerns
regarding massive IoT scenarios. 5G security requisites [41]
indicate that the system shall minimize the security signalling
overhead without compromising the level of system protec-
tion. With the arrival of LPWANs, the IoT long-range and
energy efficient networking gap has been partially filled.
However, these notable characteristics are attained through
the severe expense of having a highly constrained commu-
nication channel. In general, LPWANs were designed with
support for a few packets each day per device. This limitation
is even more exacerbated in unlicensed LPWAN technolo-
gies like LoRaWAN or Sigfox. As a result, confidentiality
and privacy schemes exchanging packets larger than tens or
hundred bytes are prohibitive. For this reason, authentication
and privacy protocols for non-constrained scenarios are not
commonly used in constrained IoT. Therefore, in massive
IoT there is a preference for reduced protocol layers, due to
the implicit overhead of having more headers [47]. Another
reason to prefer shorter packets is to avoid fragmentation;
for example, typical long security messages including crypto-
graphic material would need to be fragmented for being used
in LPWAN networks. This can potentially open new attacks
vectors that exploit reassembly state and exhaustion [47].
Section V reviews additional challenges regarding the inte-
gration of IoT and 5G.

C. 5G IDENTITY MANAGEMENT
The 5G architecture should protect the subscriber identity
together with other user’s sensitive data from both passive
and active attacks [41]. This goal has been addressed since
the beginning of the standardisation process as described
as follows. The 5G Phase 1 [45] introduced several main
security enhancements related with user and data privacy,
namely, (i) user privacy through the protection of the long-
term permanent identifier, and (ii) user plane integrity protec-
tion. Each (U)SIM card contains a fixed long-time identifier
attached to the subscription. This was commonly known
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in 4G as International Mobile Subscriber Identity (IMSI),
renamed as SUPI for 5G systems. Since 5G primary authen-
tication is based on a pre-shared trust relationship, first, it is
needed to identify the user while the connection establish-
ment. However, sending the plain-text long-term subscriber
identifier over radio may result in the user being identified,
located, or tracked. 4G-LTE systems avoided sending the
plain-text IMSI by employing a temporary identifier instead,
namely, the Temporary Mobile Subscriber Identity (TMSI).
This temporary identifier is assigned by the visited network,
mapping to the long-term identifier at the core. Likewise,
5G employs the analogous 5G Global Unique Temporary
Identifier (5G-GUTI) that fulfills the same role.

However, in legacy 4G systems, there are situations when
the UE needs to send the IMSI in plain-text instead of the
TMSI. For instance, when the ED registers for the first time in
a visited network or if the core network itself cannot resolve
the mapping of the temporal ID to the long-term identifier.
This behaviour can be exploited by attackers by employing
a 4G-LTE base-station that triggers the transmission of the
plain-text IMSI by the UE. This attack is known as IMSI
Catching and has been a vestigial vulnerability of 4G-LTE
systems for decades. This is because 4G retained backwards
compatibility with all the previous systems, i.e., GSM and
3G. The 3GPP solution to this issue is brought by 5G in
the form of the Subscription Concealed Identifier (SUCI).
This design choice sacrifices backwards compatibility with
previous 3GPP systems by never allowing the transmission of
plain-text user identifiers over radio interfaces. The motiva-
tion of the SUCI is to protect the user identity from malicious
visited networks and passive radio attacks. The SUCI is
encrypted using the Home Network’s public key, contained
in the (U)SIM card. Thus, the long-term credentials stored in
the UDM must remain secure during the ED’s lifetime.

Regarding user plane integrity aspects, the protection is
limited to the UE’s chipset capabilities. Some offer cryp-
tography functions limited by the transmission bit rate, for
example in the user plane [45]. Although this is a valid
solution for most of massive IoT use-cases given the limited
traffic produced/received by each ED, this is an issue to be
addressed.

IV. SECURITY SOLUTIONS FOR LPWAN-5G
INTEGRATION
In recent years, the security aspects related to the LPWAN-
5G integration have attracted a significant interest from the
research community. This section describes the main propos-
als addressing security aspects of LPWAN-based technolo-
gies and their relationship with the integration into the 5G
ecosystem based on the security mechanisms described in the
previous section. Our analysis also covers research works that
do not explicitly address the integration of LPWAN in 5G, but
are focused on security aspects that can be also considered for
such integration.

A. CLASSIFICATION ASPECTS

Before describing the different surveyed research proposals,
we propose diverse aspects to help in the classification and
analysis of the current landscape of approaches:

• LPWAN technology: As described in recent works [7],
[48], current landscape of LPWAN solutions is still
fragmented. Indeed, there is a plethora of existing tech-
nologies, including Dash7 Alliance Protocol Low-Rate
(D7AP Low-Rate) [49], Weightless [50], Extended Cov-
erage GSM (EC-GSM) [51], or LTE Cat-M1 (LTE-M)
[52]. However, we focus our analysis on the technolo-
gies that are considered in the scope of the Internet
Engineering Task Force (IETF) RFC 8376 [53], namely,
LoRAWAN, NB-IoT, Sigfox, and Wi-SUN FAN [54].
The main purpose to consider such technologies is to
narrow down our analysis to communication approaches
that are contemplated under current standardisation ac-
tions.

• Security aspects: Most of current works are focused on a
specific security aspect for the LPWAN-5G integration.
According to our analysis, authentication, key manage-
ment and the prevention of different security attacks rep-
resent the most widely considered concerns in existing
literature. Furthermore, as already mentioned, we also
include in our analysis research proposals coping with
additional security aspects of LPWAN technologies, as
they provide insights to be considered for the integration
into the 5G ecosystem.

• 5G integration: The third aspect to classify the different
research proposals is related to its level of maturity, i.e.,
if the solution has been implemented and validated. As
will be described in Section IV-F, some of the proposals
do not address explicitly the integration within the 5G
architecture or such integration is only conceptually
considered.

• Use case/Application: While most of the research works
analyzed are intended to be used in any IoT-enabled
scenario, some of these proposals are focused on spe-
cific use cases or applications, such as smart agriculture
[55] or industrial IoT [56]. A description of potential
applications was provided in Section II.

These aspects have been used to classify the research
proposals that are described in Section IV-F. Furthermore,
Table 2 provides a summary of such analysis. Before this
comprehensive review, in the following we provide a general
overview of the main LPWAN technologies being considered
in this work with an emphasis in their off-the-shelf security
mechanisms.

B. LORAWAN

LoRaWAN is one of the solutions based on LPWAN that has
received more attention from academia and industry in recent
years. This technology is supported by large companies such
as Cisco or Semtech, which have joined together through
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the LoRa Alliance2. LoRaWAN provides a well-defined two-
layer architecture: the lowest layer LoRa defines the physical
(PHY) level, and above this layer, the medium access control
(MAC) level is defined by LoRaWAN. The technology uses
unlicensed frequency bands, so it has been widely adopted.

The LoRaWAN architecture consists of a set of EDs that
are enabled to communicate with multiple gateways using a
star topology. Then, a network server receives the messages
from the end-nodes through the gateways. To participate
in a LoRAWAN network, each device must be activated
by following the Over-the-Air Activation (OTA) or Acti-
vation by Personalization (ABP) procedures. In the first
case, the device and the network server carry out a joining
process by using an AES-128 shared key (AppKey), which
is used to derive two symmetric keys: a network session
key (NwkSKey) and an application session key (AppSKey).
While the NwkSKey is used between the device and the
network server, the AppSKey is used to encrypt/decrypt
the message payload between the device and an application
server. On the other hand, in the case of ABP it is assumed
that EDs are already equipped with both keys. Such keys
are used to provide basic security aspects, including integrity
checking and device authentication.

It should be noted that the previous description is based on
the LoRAWAN 1.0 specification [57]. However, as reported
by different works that are reviewed in section IV-F, this
simple security approach implies different issues, especially
regarding key management aspects. In order to mitigate some
of these problems, the LoRaWAN 1.1 specification [58]
considers two keys (AppKey and NwkKey) that are used
to derive different session keys. This way, key management
aspects are separated for network and application data. Addi-
tionally, this version of LoRAWAN improves authentication
and key management by providing a re-join mechanism,
which can be used for handover between two networks, key
refreshing or even to change the ED’s address

C. NARROWBAND IOT (NB-IOT)
NB-IoT was specified in 3GPP’s release 13 [59], and it is
characterized by enabling low cost terminals, long battery
life and massive capacity [60]. This LPWAN technology is
integrated into the Long Term Evolution (LTE) standard, so
that it can be activated in the existing LTE networks with a
software upgrade in the operator’s base stations [53]. NB-
IoT provides three different operation modes. In the in-band
mode, the narrowband is deployed within a LTE carrier. In
the guardband mode, NB-IoT can use the unused resources
by LTE. In the case of the standalone mode, the narrowband
is deployed in a dedicated spectrum.

As described in [61], the NB-IoT architecture is based
on an enhanced version of the LTE-A one [62] aiming at
meeting the requirements of NB-IoT devices. In particular,
it includes the control plane, which makes use of the Service
Capability Exposure Function (SCEF) to send IP and non-IP

2https://lora-alliance.org/

data between the NB-IoT node and the LTE-A network. The
SCEF component exposes service and network capabilities
in a secure way, and provides authentication mechanisms.
Furthermore, the user plane enables the communication fol-
lowing the LTE approach. It should be noted that the specifi-
cation of NB-IoT is linked to the 3GPP, so the integration into
the 5G ecosystem is already considered. Indeed, as discussed
in [63], 5G authentication mechanisms such as 5G-AKA and
EAP-AKA’ need to be implemented by NB-IoT devices (or
UEs using the 3GPP terminology).

D. SIGFOX
Sigfox is the name of a network operator and an LPWAN
technology, which was firstly launched in France in 2009.
Currently, Sigfox offers their IoT solution over 30 countries
in partnership with several network operators3. Its main
purpose is to be used by highly-constrained autonomous
and battery-operated IoT devices that send a limited number
bytes over a specific period of time, which allows the devices
to operate with a single battery for more than 10 years [21].

The Sigfox radio protocol is non connection-oriented and
it is optimized for uplink communications. The capacity of
a base station relies on the number of messages emitted
by the devices rather than the volume of the latter. Sim-
ilarly, the duration of the battery relies on the number of
messages generated by the device. Sigfox makes use of the
Ultra Narrow Band (UNB) transmission technology, which
consists of using narrow channels of the spectrum to reach
long distances, whilst reducing the energy requirement to
do so. The coverage of Sigfox cells depends on the link
allowance and on the location of the actual deployment, e.g,
rural, urban, etc.

The Sigfox architecture is supported by a Central LPWA
Gateway or a Cloud-based Service Center. In communication
with Sigfox EDs there are a number of Cooperative Radio
Gateways, called base stations, with support for Multiple
Input Multiple Output (MIMO) communications. Regarding
authentication, Sigfox uses a Central and Global Authentica-
tion system. This means that there is no need for supporting
roaming. In terms of communications, Sigfox provides an
unique device ID of 32 bits, supports fragmentation and
asynchronous unicast communications. To secure the com-
munications, it provides message integrity with authentica-
tion code (MAC) at link layer generated using the device
ID and AES-128. Application layer encryption is optional,
depending on the specific application.

In Sigfox deployments, the information is encrypted using
AES-128 in counter mode with cipher keys being indepen-
dent for each device. These keys are associated with the
unique device ID and there are different keys for integrity and
confidentiality. The key material in Sigfox is pre-provisioned,
hence the bootstrapping process [47] is not considered in this
technology. Lastly, Sigfox uses the pre-provisioned keys di-
rectly to perform the crypto operations, it does not derive key

3https://www.sigfox.com/en/coverage

VOLUME 4, 2016 11



This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI
10.1109/ACCESS.2020.3041057, IEEE Access

Author et al.: Preparation of Papers for IEEE TRANSACTIONS and JOURNALS

material from the pre-provisioned keys, which is a notable
risk if the keys are compromised.

E. WI-SUN ALLIANCE FIELD AREA NETWORK (FAN)
The Wi-SUN Alliance is a global member-based and non-
profit association composed of industry leading companies4.
Its goal is to drive the adoption of interoperable wireless so-
lutions in smart cities, smart grids and other IoT applications,
based on open and international standards [54].

Here we focus on the FAN (Field Area Network) profile
that is akin to the LPWAN set of technologies, but it works on
top of IEEE 802.15.4g [64]. Wi-SUN FAN provides a large
coverage range of several kilometers, high bandwidth with
transmissions up to 300 kbps and low latency. In terms of
energy, they require less than 2 uA when resting and 8 mA
in listening mode. From a scalability perspective, Wi-SUN
networks can support thousands of devices.

Authentication and access control is done using the EAP
lower-layer IEEE802.1x, also known as EAPOL, with the
EAP-TLS method. To support muti-hop scenarios, when the
EAP peer is not able to reach the EAP authenticator by its
own means, the EAPOL datagram can be forwarded by mul-
tiple routing nodes. Additionally, FAN nodes support Node
Pairwise (N2NP) Authentication [65] among neighbors in the
mesh. Furthermore, FAN integrates additional protocols and
methods for managing the network access exploiting EAP,
which brings the possibility of an easier integration within a
5G infrastructure.

F. ANALYSIS OF RESEARCH PROPOSALS
As previously mentioned, the security limitations of current
LPWAN technologies have attracted a significant interest
from both industry and academia in recent years. In addition
to the security aspects of the technology itself, the integra-
tion with the 5G ecosystem represents a new challenge in
terms of interoperability with 5G security technologies. This
section describes the main research proposals addressing
security issues in the LPWAN technologies described above.
Additionally, our analysis explores security approaches for
the integration of each LPWAN technology within the 5G
architecture.

In the case of LoRaWAN, the limitations on its key
management scheme have been widely reported by different
works. As discussed by [66], in the LoRaWAN 1.0 specifica-
tion [57], the network server is responsible for generating the
NwkSKey and AppSKey session keys even if they are used at
different layers. It means that the network server could have
access to the application data sent by the device. To cope
with this issue, authors describe a dual key-based activation
scheme, so that network server and application server use
different keys to generate the corresponding session keys.
Therefore, key management is separated between network
and application layers. This aspect is also addressed in [67],
which proposes a security protocol to provide end-to-end

4https://wi-sun.org/

security between device and the application server. Authors
validated their proposal by using the Automated Validation of
Internet Security Protocols and Applications (AVISPA) tool
[68], and provided some evaluation results, which are com-
pared with the Datagram Transport Layer Security (DTLS)
[69]. Furthermore, [70] proposed the use of the Ephemeral
Diffie-Hellman Over COSE (EDHOC) [71], which repre-
sents a standardisation effort for a lightweight authenticated
key exchange protocol in the scope of the IETF’s LAKE
WG5. In this case, the NwkSKey and AppSKey session keys
are updated/refreshed through the execution of such protocol.
A different approach was proposed in [72], which presents an
enhanced key management and update approach by adding a
trusted key distribution server in the context of smart grid
scenarios [73].

An additional issue identified in [66] is that LoRaWAN 1.0
does not define any mechanism to update the initial AppKey.
This means that such key can be used throughout the whole
device’s lifecycle, which may represent a significant security
issue if it compromised as the attacker could obtain all the
previous session keys. In this direction, work in [74] defined
an authentication service (Low-Overhead CoAP-EAP (LO-
CoAP-EAP)) to generate an AppKey based on the integration
of three main technologies: the Constrained Application Pro-
tocol (CoAP) [75], the Extensible Authentication Protocol
[76], and the use of AAA infrastructures. This approach
represents an adaptation of the solution proposed in [77]
for LoRaWAN networks. The same authors also defined a
mechanism to integrate the LoRaWAN join procedure with
AAA for RADIUS and Diameter protocols [78]–[80]. This
proposal provides several advantages in terms of scalability,
efficiency and flexibility. Furthermore, the use of EAP and
AAA could foster its integration into the 5G architecture,
which defines an authentication process based on such tech-
nologies, as described in the previous section. While previous
issues are partially mitigated by the LoRaWAN 1.1 specifica-
tion [58], security aspects of the new release have also been
discussed by recent works [81]. In this line, authors of [82]
analysed key management aspects of the LoRaWAN 1.1 join
procedure, and discussed several issues around perfect for-
ward secrecy and backward compatibility. Moreover, work
in [83] described an enhanced key management scheme to
update the root keys, i.e., AppKey and NwkKey, by using the
Rabbit cipher scheme [84]. Furthermore, work in [85] pro-
posed the addition of a trusted third party for the generation
of session keys. Also addressing key management aspects,
[86] proposes a re-keying approach to ease the deployment
of LoRaWAN devices in which a smartphone’s camera flash
is employed to transfer the necessary credentials.

In addition to key management, other LoRaWAN security
issues are addressed by other works. In this direction, work
in [87] presented a replay attack prevention scheme for the
join mechanism, which follows the standard packet structure.
In particular, authors added a new non-initial join request,

5https://datatracker.ietf.org/wg/lake/about/
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in which the NwkSKey is used by the network server to
detect replay attacks, as it changes for each request. More-
over, authors of [88] defined a secure device-to-device link
establishment scheme based on two new messages to allow
secure communications between devices. Furthermore, the
integration of distributed ledger technology [89] has been
considered in [90] to cope with the centralized nature of
LoRaWAN network servers. Specifically, authors proposed
a two-factor authentication approach for the join procedure,
in which the information of EDs is stored in a simulated
blockchain by using Ethereum [91]. Furthermore, authors of
[92] proposed a permissioned blockchain, in which smart
contracts are used for key management aspects. A similar
approach is also designed in [93] in which network servers
were extended with blockchain functionality.

More focused on the integration of LoRAWAN within the
5G architecture, work in [94] analyzed the role of LPWAN
in 5G by presenting a performance analysis for LoRaWAN
in terms of coverage and throughput. Authors identified
some potential issues of such integration specially related
to scalability. Moreover, a discussion regarding the integra-
tion of LoRaWAN into 4G/5G for industrial IoT scenarios
was presented in [95]. Authors also proposed an approach
in which only LoRaWAN gateways need to be modified.
Moreover, work in [96] addressed mobility aspects through a
handover roaming mechanism for LoRaWAN, where devices
can use 5G or LoRaWAN authentication to enable interoper-
ability between both technologies. Authors also implemented
and validated their solution in an integrated 5G-LoRaWAN
testbed.

In the case of NB-IoT, authors of [60] identified several
security attacks including resource exhaustion, selective for-
warding or Distributed Denial-of-Service (DDoS) attacks.
They also proposed several security countermeasures in the
scope of different scenarios, such as smart healthcare or
smart agriculture. Security threats and attacks in NB-IoT
are also discussed by [97], which defines an architecture to
demonstrate the possibility of launching certain attacks on a
NB-IoT network. Furthermore, the work in [98] described a
differential radio frequency watermark approach to mitigate
several security attacks and eavesdropping based on compu-
tations over the received signals. This approach represents
an alternative solution to well-known network or application
layer solutions.

Other papers focused on the authentication aspects of NB-
IoT by proposing different mechanisms to make the authen-
tication process more efficient specially in the cases with a
high number of devices. In this line, authors of [63] reported
the overhead required by authentication mechanisms, e.g.,
5G-AKA, by describing a fast access mutual authentication
and data distribution scheme with quantum attacks resis-
tance. Furthermore, work in [99] proposed a multi-party
authenticated encryption scheme without certificates, which
is used by NB-IoT devices to be authenticated through their
serial number. The proposal also exploits a data aggregation
technique to reduce communication overhead. Also based on

an authentication scheme without certificates [100], a mech-
anism to enable the simultaneous authentication of several
NB-IoT devices was proposed in [61]. Specifically, this work
considered an entity called group leader, which aggregates
the authentication information of a certain group of devices to
be sent to the Mobility Management Entity (MME). Also fo-
cused on authentication, authors of [101] proposed the use of
LO-CoAP-EAP [74] for the initial authentication of NB-IoT
devices. This solution combines the use of the EAP frame-
work and CoAP [75] to realize a lightweight and efficient
approach. Moreover, the use of physical unclonable functions
(PUF) [102] was considered in [103] to complement the key
derivation process between NB-IoT devices and smart grid
platforms. A similar approach was also proposed in [104] by
using the concept of PUF.

In addition to authentication aspects, additional NB-IoT
security concerns have been addressed by additional works.
Work in [105] proposed a trust and reputation model based
on social aspects of IoT devices [106], in such a way that
the definition of a new topology takes the model’s values
into account. Moreover, authors of [107] integrated SDN
and NFV concepts to design an automated deployment of
virtual firewalls to protect NB-IoT communications. Besides,
in [108] an efficient traffic filtering approach for encapsulated
traffic was proposed in order to address mobility require-
ments of 5G networks based on NB-IoT devices.

Although Sigfox and Wi-SUN FAN technologies are also
considered in RFC 8376 [53], they have received less atten-
tion in the related literature in order to be integrated within
the 5G ecosystem. In the case of Sigfox, this may be due
to the fact that it is defined as a closed system, so that it is
difficult to design and develop further improvements devoted
to increase its robustness or performance. Even so, one pro-
posal addressing security aspects was represented in [109],
which discussed the general aspects of Sigfox security and
provided a comparison of different encryption techniques,
such as AES, Chacha [110], and one time pad encryption
[111] when combined with this technology. As mentioned
above, Sigfox is included in the RFC 8376, where three
main LPWAN areas are identified to be further developed,
namely, (i) management features, (ii) security features, and
(iii) applications profiles. The initial defined considerations
regarding authentication and authorization at large scale, and
the implications on key management could be extended to
enhance Sigfox in such security aspects. In terms of suit-
ability for integration in 5G networks, Sigfox does not use
protocols and technologies that are natively used in 5G for
network access. As stated in [112], Sigfox is understood as
a technology to coexist with 5G, but as a complementary
technology.

Finally, regarding Wi-SUN FAN technology, its security
aspects have been not considered yet in the related literature.
The main reasons are its novelty and that this technology is
based on a standardized stack based on well-known standards
from the IETF. Therefore, the security issues are already
addressed by technologies that have been widely tested and
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deployed, such as 802.1X or EAP, with EAP-TLS for au-
thentication purposes. Indeed, the use of 802.1X typically is
linked to the use of an AAA infrastructure to perform the
authentication, which leads to consider that Wi-SUN FAN is
able to provide support for AAA infrastructures. This aspect
could facilitate the integration of this technology into the
5G ecosystem considering the authentication mechanisms
described in Section III.

As already described, the security aspects of LPWAN
networks have attracted a significant interest in recent years.
However, our analysis shows that there are still few proposals
that address such issues considering the integration with the
5G ecosystem. Among the main LPWAN technologies, most
of the analyzed works are based on the use of LoRaWAN
and NB-IoT. This is mainly because both technologies have
public specifications and are receiving a strong support from
industry and SDOs. Moreover, it should be noted that most
of research proposals focus on authentication and key man-
agement aspects. While both are essential to guarantee a
secure integration of LPWAN technologies, it is expected an
increase of research proposals in the coming years to address
other security issues, such as trust management, access con-
trol, intrusion detection and privacy [13]. This will require
the integration of emerging technologies, such as the use of
machine learning techniques [113] to build effective systems
for detecting and mitigating security threats in 5G scenarios,
or distributed ledger technologies, e.g., blockchain, to foster
a more trustworthy integration of end devices. Beyond the
specific security-related aspects, the integration of LPWAN
networks in the 5G ecosystem sets out significant challenges
that may impact in a potential secure and large-scale 5G de-
ployment. These challenges are described in the next section.

V. OPEN ISSUES AND CHALLENGES
Based on the analysis provided in the previous section, in the
following we describe the main open issues and challenges
for the integration of LPWAN technologies in the 5G ecosys-
tem.

A. IOT HETEROGENEITY
The vision of IoT includes the interconnection of hetero-
geneous EDs communicating through low-bandwidth links.
This demands novel protocols or mechanisms dealing with
this heterogeneity and also guaranteeing the secure and
seamless information exchange of EDs [114]. This approach
should be maintained when integrating IoT applications in
5G. Thus, this IoT (LPWAN)–5G interconnected environ-
ment leverages on the trend of avoiding individual solutions
with vendor-specific dependencies, towards novel distributed
and inter-operable service ecosystems. Still, compatibility
among different-technology LPWAN systems remains as one
of the greatest gaps in order to achieve large-scale deploy-
ments to enable next-generation applications. This is due to
the characteristic heterogeneity of IoT deployments, where
establishing communication links between devices connected
to different types of networks is required.

Achieving this in LPWAN is complex due to the existing
landscape of available communication technologies, where
some of them are open solutions while others are closed
products. Indeed, authors of [6] conclude that further efforts
towards the compatibility among different technologies are
needed and a key factor of this process is the adoption and
use of standards. To accomplish this, organizations such as
the IETF play an important role in the definition of standards
and guidelines to provide common foundations to LPWANs.
In this line, authors of [115] provided an overview of the
status of LPWAN technologies in the IETF. From this paper,
it can be extracted that there is a need for homogenizing
different aspects of the life-cycle of the IoT devices, such
as authentication, authorization and key management, a task
that is being tackled by the IETF through its different WGs,
as explained later. This work also describes a general archi-
tecture that covers common points of the different LPWAN
technologies, such as a radio gateway that connects EDs
and LPWAN gateways that aggregate the different radio
gateways and provide them with connectivity towards the
Internet. From this generalization, authors proposed a series
of building blocks for the different LPWAN technologies to
be used in order to find interoperation points.

Regarding the related efforts of IETF’S WGs mentioned
above, the LPWAN WG has developed the Static Con-
text Header Compression (SCHC) scheme [116] that re-
duces message size and provides fragmentation to make
IPv6 and UDP protocols available for LPWAN technolo-
gies. Currently, a version of SCHC for CoAP is still un-
der development [117] to apply the SCHC mechanism to
the flexible headers of CoAP for achieving more efficient
compression ratios. Besides, there is also work in progress
to provide SCHC support to specific technologies, namely,
Sigfox [118], LoRaWAN [119], and NB-IoT [120]. Once the
technologies have the basic communication functionalities,
more advance features should be considered such as identity
and device management, security, or mobility, among others.
Future work of the LPWAN WG may span to more advanced
features such as the support of AAA as mentioned in the
LPWAN Overview RFC [53], introducing a more centralized
security management, and additional features such as identity
federation. These novel characteristics are in line with the
security architecture used in 5G, where EAP and AAA are
adopted to manage the identity and network access for dif-
ferent devices. There are existing proposals in this direction
such as the AAA adaptation for LoRaWAN with RADIUS
[78] and Diameter [80]. However, the development of these
features will not be the focus of the LPWAN WG until the
foundations for the communications of LPWAN technologies
are completed.

The proliferating LPWAN technologies that are targeted
at being eventually integrated within the 5G ecosystem
do not currently incorporate inter-vendor or inter-operable
functionalities that allow their integration within third-party
networks. These mechanisms are key to support the hetero-
geneous IoT landscape of devices that 5G aims to integrate. It
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TABLE 2: Research papers addressing security aspects in LPWAN technologies

Research proposal Year LPWAN Technology Security aspect
addressed

5G
integration

Implemented/
Validated Application Approach

Enhancing LoRAWAN security through a lightweight
and authenticated key management approach [70] 2018 LoRaWAN Key Management No Yes Generic Use of the EDHOC protocol to update the NwkSKey and

AppSKey session keys
Enabling Roaming across Heterogeneous IoT
Wireless Networks: LoRaWAN meets 5G [96] 2020 LoRaWAN Authentication Yes Yes Generic Proposal of a handover roaming mechanism for LoRaWAN,

enabling 5G and LoRaWAN authentication

Integration of LoRaWAN and 4G/5G for the
Industrial Internet of Things [95] 2018 LoRaWAN Authentication, Key

management Yes Yes Industrial IoT
Modification of LoRaWAN gateways to use 4G/5G

cryptographic material to ensure end-to-end confidentiality
and integrity

A CoAP-based network access authentication service
for low-power wide area networks: LO-CoAP-EAP

[74]
2017 LoRaWAN Key Management No Yes Generic Integration of CoAP-EAP and AAA infrastructures to

generate the AppKey through a bootstrapping process

Fast Authentication and Data Transfer Scheme for
Massive NB-IoT Devices in 3GPP 5G Network [61] 2019 NB-IoT Authentication Yes Yes Generic Proposal of a certificateless scheme to improve the efficiency

of NB-IoT authentication
On track of Sigfox confidentiality with end-to-end

encryption [109] 2018 Sigfox Key Management No Yes Generic Comparison of different encryption techniques for
confidentiality of Sigfox systems

5G NB-IoT: Efficient network traffic filtering for
multitenant IoT cellular networks [108] 2018 NB-IoT Traffic filtering Yes Yes Generic A mechanism for traffic filtering in NB-IoT scenarios with

mobility requirements
A dual key-based activation scheme for secure

LoRaWAN [66] 2017 LoRaWAN Key Management No Yes Generic Separation of key management tasks between a network and
an application server for LoRaWAN

A secure device-to-device link establishment scheme
for LoRaWAN [88] 2018 LoRaWAN Key Management No Yes Generic Improved LoRaWAN key management scheme to support

device-to-device communication
A Simple and Efficient Replay Attack Prevention

Scheme for LoRaWAN [87] 2018 LoRaWAN Replay attack
prevention No Yes Generic A replay attack prevention scheme for the LoRaWAN joining

mechanism by following the standard packet structure
An enhanced key management scheme for LoRaWAN

[83] 2018 LoRaWAN Key Management No Yes Generic Use of the Rabiit cipher scheme to enable the updating of
LoRaWAN AppKey and NwkKey keys

An enhanced LoRaWAN security protocol for privacy
preservation in IoT with a case study on a smart

factory-enabled parking system [67]
2018 LoRaWAN Key Management No Yes Smart

buildings
Enhanced LoRaWAN key management to enable end-to-end

security between device and application server.

Anti-quantum fast authentication and data
transmission scheme for massive devices in 5G

NB-IoT system [63]
2019 NB-IoT Authentication Yes Yes Generic An efficient and quantum-resistant authentication scheme for

the integration of NB-IoT devices in 5G

LoRaWAN Authentication in RADIUS [78] 2017 LoRaWAN Authentication No No Generic Standardization proposal for the integration of LoRaWAN
with RADIUS

LoRaWAN Authentication in Diameter [80] 2017 LoRaWAN Authentication No No Generic Standardization proposal for the integration of LoRaWAN
with Diameter

Certificateless multi-party authenticated encryption
for NB-IoT terminals in 5G networks [99] 2019 NB-IoT Authentication Yes Yes Generic A certificateless multi-party authenticated encryption scheme

for NB-IoT devices based on their serial number
A lightweight blockchain based two factor

authentication mechanism for LoRaWAN join
procedure [90]

2019 LoRAWAN Authentication No Yes Generic Two-factor authentication mechanism for the join procedure,
in which the information of EDs is stored in Ethereum

NB-IoT for D2D-enhanced content uploading with
social trustworthiness in 5G systems [105] 2017 NB-IoT Trust management No Yes Social IoT Establishment of a NB-IoT topology based on a trust and

reputation model for IoT devices
Reliable and Secure Constellation Shifting Aided

Differential Radio Frequency Watermark Design for
NB-IoT Systems [98]

2019 NB-IoT Attack prevention No Yes Generic A mitigation approach for several security attacks and
eavesdropping in NB-IoT based on the received signals

Research on PUF-based security enhancement of
narrow-band Internet of Things [104] 2018 NB-IoT Authentication No Yes Generic Use of PUF to enhance security of NB-IoT devices

Research on End-to-End Security Authentication
Protocol of NB-IoT for Smart Grid Based on Physical

Unclonable Function [103]
2019 NB-IoT Authentication No Yes Smart grid A PUF-based mechanism for the key derivation process

between NB-IoT devices and smart grid platforms

Secure Authentication and Credential Establishment
in Narrowband IoT and 5Gs [101] 2020 NB-IoT Authentication, Key

management Yes Yes Smart
agriculture

Integration of the LO-CoAP-EAP to carry out the initial
authentication (bootstrapping) of NB-IoT devices

Secure Session Key Management Scheme for
Meter-Reading System Based on LoRa Technology

[72]
2018 LoRAWAN Key Management No Yes Smart grid Enhanced key management and update mechanism based on

a trusted key distribution server for smart grid scenarios

Security of join procedure and its delegation in
LoRaWAN v1. 1 [82] 2018 LoRAWAN Key Management No No Generic Security analysis of the LoRaWAN 1.1 join procedure and

backward compatibility
Enhancing Key Management in LoRaWAN with

Permissioned Blockchain [92] 2020 LoRAWAN Key Management No Yes Generic Use of permissioned blockchain to improve key management
in LoRaWAN

Trusted third party based key management for
enhancing LoRaWAN security [85] 2017 LoRAWAN Key Management No Yes Generic Enhancement of key management in LoRaWAN by adding a

trusted third party
Using blockchain technology to build trust in sharing

LoRaWAN IoT [93] 2017 LoRAWAN Key Management No Yes Generic Use of blockchain to extend network servers functionality in
LoRaWAN for key management aspects

Towards automatic deployment of virtual firewalls to
support secure mMTC in 5G networks [107] 2019 NB-IoT Attack prevention Yes Yes Generic Deployment of virtual firewalls to protect NB-IoT traffic

based on SDN and NFV concepts
Secure decentralised deployment of LoRaWAN

sensors [86] 2020 LoRaWAN Key Management No Yes Generic Re-keying approach based on the use of a smartphone to
transfer the device’s credentials

is currently an ongoing effort by the research community and
different SDOs to develop non-vendor locking solutions that
further support the compatibility among LPWANs. These
solutions take advantage from common characteristics of
all IoT devices connected through LPWANs, e.g., similar
architectural models, critical bandwidth usage, low-overhead
standardised protocols to perform security-related network
administration tasks, among others. Therefore, we can expect
in the near future more advances in the area of security
and related fields applied to LPWAN coming from other
WGs. A clear example is the work of the IETF’s LAKE
WG and their use case for LPWAN, where the requirements
of a lightweight Authenticated Key Exchange (AKE) for
OSCORE are being discussed. One of the studied cases is the
use of LoRaWAN, which has also received attention from the
research community in similar terms [121].

B. INTEROPERABILITY

Regarding the smoothness in the LPWAN integration process
within the 5G architecture, the open or closed nature of the
LPWAN solution to be integrated should be considered, e.g.,
LoRaWAN vs. Sigfox. Besides, the use (or not) of standard-
ised protocols or mechanisms is another issue that should
be taken into account to evaluate the complexity of such
integration regarding the interoperability between LPWAN
and 5G procedures.

Therefore, the desired integration should be free-flowing
when dealing with an LPWAN solution based on an open
specification using standardised mechanisms. The main con-
cern in this case may be the off-the-shelf compatibility of
the adopted standards with 5G procedures. It is interesting
to note that none of the principal LPWAN technologies
fall into this category. In turn, LPWAN solutions based on
closed specifications but using standards schemes, as long
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as they were compatible with 5G, should be fairly easy to
interoperate with 5G procedures. This is the case of Wi-SUN,
where the customer has no control over the development of
the technology or how to customize it, but since they are
using standard protocols, the integration with 5G may be
reasonably feasible.

In the case of dealing with solutions based on an open
specification that makes use of non-standard protocols, an
adaptation process should be taken in order to perform the
necessary modifications to integrate the technology with 5G.
An example of a specific solution customisation is shown
in [95], where authors proposed different ways of coupling
LoRaWAN with 5G. Lastly, LPWAN solutions based on
closed designs that do not use standard procedures are the
hardest case as no adaptations would be possible, unless
some intermediate entity may assume the role of a interop-
erability bridge between the proprietary protocol and the 5G
infrastructure. This would be the case of Sigfox, where there
is no control over the development of the technology and it
employs proprietary protocols.

In addition, current IoT ecosystem includes highly closed
environments, typical in industrial settings, where many
different ad-hoc protocols coexist, forcing vendor-locking
architectures and solutions. While there are some efforts
related to improve system’s scalability or even network fed-
eration approaches in specific LPWAN technologies, e.g.,
LoRaWAN [122], these are usually only compatible with na-
tive intra-technology deployments. That means that LPWAN-
based solutions do not include in their specifications mecha-
nisms to manage a combined deployment with other tech-
nologies, hence the development of interoperable procedures
among different LPWAN solutions to integrate them into 5G
still remains a great open challenge.

In addition, there are still open issues regarding the mutual
lack of trust among 5G Home, Serving, and Access networks.
This includes the end-user herself, who may not trust the
different network operators due to their particular procedures
to manage network security aspects. This is reasonable for
certain users and use cases, as the level of security depends
on the network operators [45] as discussed in Section III-C.
To solve this issue, two different approaches have been
proposed in the literature, namely, (i) adding a trusted third-
party element to the architecture in charge of managing the
security mechanisms [85], and (ii) exploiting a distributed
ledger architecture deployed along the different involved
parties [90], [92], [123]. Following these proposals, in order
to increase the confidence in 5G as a system for critical
applications, the potential solutions are based on providing
customers with additional trust mechanisms able to handle
or bypass potential exploited vulnerabilities on the network
operator side.

C. MOBILITY
Mobility in the context of network access is a term that
refers to the dynamic change of Point of Attachment (PoA).
This generalization can be narrowed by considering if the

PoA change is within the same administrative domain or in
a different one. When it comes to LPWANs, mobility does
not have the typical connotations of cellular networks, where
mobility refers to keeping a constant uninterrupted stream
of information by performing the handover process without
data loss. In contrast, LPWAN traffic is usually devised
as small packets of data transmitted at sporadic periods,
most of the time in delay tolerant scenarios. Despite this,
there are uses cases where mobility is relevant in LPWAN,
such as those from Intelligent Transportation Systems (ITS)
[124], which consider mobility as a specific need to pro-
vide uninterrupted connectivity. Hence, when changing the
administrative domain, we find a roaming scenario where
it is crucial to account for a specific set of preconditions
that need to be met such as pre-established trust relations
between the two domains as well as identity management
and security specifically associated to this scenario. Some
LPWAN technologies present mobility capabilities, even in
roaming scenarios, such as LoRaWAN [20]. The main related
issue is not having a native support to the technology but
an interoperable one, as remarked by Torroglosa-Garcia et
al. in [96], where they proposed a mobility solution, which
employed 5G to provide an interoperable roaming solution,
either by running a standard 5G authentication or doing it
through a LoRaWAN network.

Therefore, providing EDs with roaming capabilities is a
highly discussed 5G security challenge. This is because the
user security parameters are not updated when visiting a
new administrative domain, leading to a trade-off between
access security and roaming capabilities [125]. Some of the
limitations to the deployment of a roaming solution is the
lack of pre-existing trust agreements among the different
administrative domains. This process is typically performed
by relying on AAA infrastructures, where the mobile node
(MN) in a visiting network delegates the authentication
process to the local AAA server, which in turn forwards
the request to the home AAA of the MN. To enable this
process, the integration of AAA within LPWAN solutions
is needed. Some of them such as Wi-SUN provide native
support by their native stack, although it can be limited
by the manufacturer’s design. The are additional proposals
for other LPWAN technologies, e.g., LoRaWAN, such as
the IETF’s I-D from Garcia-Carrillo et al. [78] where they
propose the integration of the LoRaWAN joining procedure
within RADIUS and Diameter architectures.

D. SCALABILITY
Many 5G security challenges in IoT scenarios identified by
the research community are tightly related to scalability.
This includes flash or surge network traffic in massive IoT
deployments, radio link jamming, signalling storms, Denial-
of-Service (DoS) attacks aimed at constrained EDs, DDos
attacks coming from EDs, etc. [126]. Scalability has sev-
eral connotations, in this case for LPWAN we focus on
the issues to support a large number of devices within a
single deployment, which has its own inherited limitations
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due the physical characteristics of the radio technology, and
also the constraints caused by the duty-cycle imposed to
LPWAN technologies that use ISM bands. Besides, we also
consider the interoperability factor, which is the main effort
within the IETF’s LPWAN WG as explained previously. To
provide such interoperability, not just the homogenization of
communications protocols should be considered, as elabo-
rated in section V-A, but also security aspects such as user
authentication and authorization as well as key agreement
and distribution should be taken into account. These aspects
were previously discussed in section V-C.

The use of AAA infrastructures does not only fit in the
mobility use case, but also helps establishing the necessary
trust relationships between different domains. This paves the
way for having large-scale deployments similar to mobile
network systems, supporting a high number of devices and,
at the same time, giving the possibility of using different
authentication mechanisms if coupled with protocols such
as EAP [74]. Therefore, regardless the underlying authen-
tication mechanism used for network access, the use of a
centralized entity, e.g., LPWAN-AAA using the terminology
in [47], will open a range of opportunities for managing
security procedures in large-scale IoT deployments.

Consequently, the scalability problem presented by mas-
sive IoT scenarios, such as those accommodated by LP-
WANs, revolves around the management issues brought by
the desired support for different security procedures and
types of keys. One single administrative domain must support
a daunting amount of devices, many of them with their own
set of keys and trust relationships. In order to mitigate these
administrative problems, the major research and standardisa-
tion efforts are those focused towards centralised and scalable
AAA architectures that facilitate management tasks.

E. PERFORMANCE
Most of the security concerns found in LPWAN scenarios
are related with radio attacks in the constrained wireless link.
Given the wide coverage area of LPWANs, the available
geographical locations are prone to allow attacks such as
eavesdropping, DoS, tampering, etc. LPWANs are character-
ized by the limitation of available bandwidth and restricted
access to the medium, which evidences the need for security
solutions, e.g., bootstrapping, authentication and key agree-
ment protocols, etc., that put an effort in limiting the number
of information to be exchanged. In contrast, the use of typical
security protocols such as IKE, TLS, or even DTLS in its
previous version DTLSv1.2, implies an important overhead
in terms of exchanged cryptographic data [127] that may be
unaffordable for LPWAN solutions. Besides, one remaining
challenge for 5G-LPWAN integration consists in developing
a set of optimised downlink multicast methods required to
transmit the same data to a large set of IoT devices. Besides
the obvious improvement of network efficiency, multicast
transmissions are also relevant in a security context, due to
the possibility of simultaneously authenticating large groups
of IoT devices [37].

From a processing perspective, computing power is limited
due to the constrained nature of EDs, hence strong cryp-
tographic primitives that require large amounts of time and
energy to be performed are prohibitive. As aforementioned,
different works suggest the use of alternative cryptographic
schemes to avoid heavy computations [103], [104]. However,
there is still a notable need for mechanisms that enhance
lightweight security features without the expense of exces-
sive energy consumption and economic cost for LPWAN
systems. Interesting related advances are being achieved in
other fields such as the TinyML paradigm [128], which
proposes to adapt powerful machine learning mechanisms in
order to make them runnable by constrained IoT devices. In
fact, some of the identified potential applications are oriented
to on-device security operations [129].

Currently, there are ongoing initiatives that are having
these issues into account and are designing new security pro-
tocols to provide lightweight alternatives devoted to highly
constrained networks and devices. These are the cases of
Compact TLS (CTLS) [130] and EDHOC, recently adopted
in TLS and LAKE WGs, respectively. This shows not only
an interest, but a serious effort to provide security to these
type of networks. It can be seen that there is a clear line of re-
search and innovation in this area, developing authentication
protocols or solutions to help not only in the reduction of the
communication and processing overheads, but also providing
interoperability and flexibility to this process in the LPWAN
landscape.

VI. RESEARCH DIRECTIONS
Based on our analysis and the challenges previously de-
scribed, in this section we describe some of the main research
directions to deal with such challenges. In particular, we
consider the integration with emerging technologies, as well
as the advances derived from ongoing standardisation efforts
and current EU initiatives to foster a large-scale and secure
5G deployment.

A. INTEGRATION WITH EMERGING PARADIGMS
The integration of heterogeneous IoT systems within 5G
architectures may be smoother by the support of novel
paradigms such as Multi-access Edge Computing (MEC),
Software Defined Networks (SDN), Network Function Vir-
tualization (NFV), or advanced RAN management schemes.
The flexibility provided by these technologies can notably
help on giving an adequate treatment to the traffic flows
generated by massive IoT deployments, specially from a
cyber-security perspective.

Adopting a MEC architecture is beneficial as it permits
to set a first point of connection between EDs and the fixed
network infrastructure. For example, performing traffic flow
inspection in this specific point prevents dangerous deep
intrusions into the 5G infrastructure. This point may be also
in charge of forwarding authentication messages to the proper
AAA server in the case of having a multi-tenancy system
[131]. In general, MEC nodes can offload or filter many
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operations that are currently performed in the core network,
hence reducing the load in this saturated segment of the
system.

Besides, the use of SDN-based routing approaches also
permits a flexible management of traffic flows by making
smart decisions from a central controller with a general
perspective of the whole network architecture. This can be
exploited for security purposes, as malicious traffic, e.g.,
Denial-of-Service (DoS) attack, can be quickly redirected
avoiding catastrophic consequences. SDN can be comple-
mented with other useful traffic management and security
functions that can be instantiated on-demand in the form
of VNFs [132]. The main advantage of VNFs is that these
functions can be deployed at any level of the network archi-
tecture when needed for performing specific tasks, e.g., threat
detection and mitigation, firewalling, AAA verification, etc.
Besides, these novel paradigms can be additionally comple-
mented with the use of blockchain-based trust systems in
order to increase the auditability and accountability of the
data transactions and operations [123].

Finally, from a RAN perspective, the use of advanced
highly selective beamforming or even cognitive radio tech-
niques may also permit to increase the robustness of IoT
wireless communications against different types of radio
attacks [133]. For example, by avoiding widespread omni-
directional transmissions, the possibilities of suffering an
eavesdropping attack are notably reduced. Besides, an ade-
quate channel-hopping strategy may also avoid these kinds
of attacks, specially during the authentication phase, when
initial messages may be sent unprotected.

B. STANDARDIZATION
The current landscape of technologies and protocols en-
abling the 5G ecosystem is still fragmented. For this reason,
the main Standards Developing Organizations (SDOs) have
proposed different initiatives in recent years to promote a
security by-design development based on a common under-
standing, in order to achieve a large-scale 5G deployment.
The main body working on the standardization of 5G is the
3rd Generation Partnership Project (3GPP)6, which groups
different SDOs to provide specifications on 3GPP technolo-
gies. In particular, 3GPP is divided into different Technical
Specification Groups (TSGs) focused on RAN, services and
systems (SA), and network and core terminals (CT). 3GPP
launched in 2019 the first set of 5G standards (3GPP release
15) in which security is considered in different documents.
In addition to the “Security architecture and procedures for
5G System” [33] specification, which has been partially
described in Section III, additional reports provide differ-
ent perceptions of security aspects to be considered in 5G
deployments. In this direction, the SA3 working group has
elaborated the “Study on security aspects of 5G network
slicing management” [134], which analyzes the threats and
potential security requirements of 5G network slicing. Other

6https://www.3gpp.org/dynareport/SpecList.htm?release=Rel15&tech=4

specifications address additional security aspects, such as the
“Study on security aspects of the 5G Service Based Archi-
tecture (SBA)” [135] which identifies key security concerns
in a new service-based architecture for 5G. In addition, the
recent release 16 delves into aspects about the integration of
IoT into the 5G ecosystem and the corresponding security
aspects7.

In addition to 3GPP, standardization in 5G has attracted
a significant interest from other SDOs. On the one hand,
the Next Generation Mobile Networks (NGMN) Alliance8 is
intended to define requirements for 5G systems, as well as
to provide guidelines for potential standardization activities.
In fact, NGMN published in 2015 a white paper with an
exhaustive set of requirements for the development of 5G,
including security, privacy, virtualization, and IoT aspects
[126]. On the other hand, the study group “SG17: Security”
of the ITU Telecommunication Standardization Sector (ITU-
T)9 is focused on the security aspects of communication
and information technologies. In particular, the group con-
siders security aspects in 5G through the topic “Security
aspects of telecommunication services, networks and Internet
of Things”10, which addresses research and development of
standards on security and privacy features of 5G services.

Furthermore, European Telecommunication Standards In-
stitute (ETSI) has different working groups related to tech-
nologies that are intended to be part of the 5G ecosystem (see
Section V-A). Thereby, the ETSI NFV11 is focused on the
standardization of SDN and NFV technologies, as well as the
associated security aspects. Besides, the ETSI ISGN MEC
is intended to create a standardised environment for MEC
technologies in order to foster seamless integration. Finally,
the ETSI TC CYBER12 is focused on the development of
standards for cybersecurity. As part of its activities, secu-
rity aspects in 5G are mentioned in [136], where attribute-
based encryption (ABE) is considered to protect personal
data. Also focused on the security capacities of SDN, the
Open Networking Foundation (ONF)13 being a non-profit
organization has promoted the development of SDN and its
integration into 5G scenarios, such as in the case of network
slicing [137].

Additionally, while the IETF does not have specific ini-
tiatives focused on 5G, the contributions of different work-
ing groups can be considered in diverse technologies com-
posing the 5G ecosystem. Apart from the working group
for LPWAN networks (IPv6 over Low Power Wide-Area
Networks)14, the Authentication and Authorization for Con-

7https://www.3gpp.org/release-16
8https://www.ngmn.org/
9https://www.itu.int/en/ITU-T/studygroups/2017-

2020/17/Pages/default.aspx
10https://www.itu.int/en/ITU-T/studygroups/2017-

2020/17/Pages/q6.aspx
11https://www.etsi.org/technologies/nfv
12https://www.etsi.org/committee/cyber
13https://www.opennetworking.org/mission/
14https://datatracker.ietf.org/wg/lpwan/about/
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strained Environments (ACE) WG15 is focused on adapting
authentication technologies and authorization environments
with devices and restricted networks. In addition, the re-
cent establishment of the Lightweight Authenticated Key
Exchange (LAKE) WG16 provides a LAKE protocol for con-
strained environments. The solutions of these working groups
could be applied in the context of LPWAN networks in order
to improve the security aspects of these technologies. Indeed,
our previous work about key management in LoRaWAN
[70] proposes the use of the Ephemeral Diffie-Hellman over
COSE (EDHOC) [71] [138], which is being currently defined
in the scope of the ACE WG.

In the light of the previous discussion, it is clear the
great interest from SDOs in the further development of IoT
security mechanisms for making them compatible with 5G
security procedures. While 3GPP is the main SDO defining
the 5G architecture, others such as NGMN, ITU, and ETSI
are proposing security enhancements and compatibility solu-
tions to integrate other network access technologies within
5G systems. Besides, the specific efforts of IETF on the
development of lightweight security schemes paves the way
for their implementation on constrained IoT devices hence
providing them with the required security capabilities as
any other 5G UE. Thus, given these efforts from prominent
SDOs, we envision a highly promising near future in which
the convergence between IoT and 5G will become a fruitful
reality.

C. 5G INITIATIVES IN THE EU
In recent years, the development of 5G technologies has
been widely considered as one of the main enablers of
future digital services. The European Commission (EC) has
launched ambitious initiatives to support the cooperation
among stakeholders in different Member States (MSs) for
the development of 5G-enabled services. These initiatives
include the 5G Action Plan17, which represents a strategic
effort to align roadmaps and priorities for a coordinated 5G
deployment across the EU. Furthermore, the 5G Infrastruc-
ture Public Private Partnership (5GPPP)18 is a joint initiative
between the EC and EU industry (including telecommuni-
cations operators, SMEs or research institutes) to foster a
common vision about 5G developments in the EU. Indeed,
the development of 5G is widely considered as crucial to
ensure the strategic autonomy of the EU.

In this context, previous initiatives consider cybersecurity
as a critical aspect for the deployment of 5G in the EU. In
fact, it is expected that 5G technologies will play a key role
in the Digital Single Market (DSM) with a strong impact
in several scenarios, such as energy, transport, or health
services. Moreover, 5G will enable a more interconnected
world, where vulnerabilities of 5G systems in a single mem-
ber state could affect the EU as a whole. Therefore, there

15https://datatracker.ietf.org/wg/ace/about/
16https://datatracker.ietf.org/wg/lake/about/
17https://ec.europa.eu/digital-single-market/en/5g-europe-action-plan
18https://5g-ppp.eu/

is a need to promote collaboration and cooperation among
countries to support a coordinated and secure deployment
of 5G. To address such need, the EC launched the Rec-
ommendation “Cybersecurity of 5G networks”19 in 2019 to
propose a set of concrete actions for ensuring cybersecurity
of 5G networks, including the development of national risk
assessment strategies of 5G infrastructures. The main goal
is to leverage national efforts to develop a coordinated EU
risk assessment, in order to create a common toolbox of
best risk management measures. As part of these efforts, the
“EU coordinated risk assessment of the cybersecurity of 5G
networks” report [139] identifies the main threats, sensitive
assets, vulnerabilities and associated risks of 5G networks.
This report was used together a recent ENISA report on 5G
threats [140] to create the initial version of the mentioned
toolbox.

To ensure the development of secure 5G deployments, cy-
bersecurity certification is essential to promote a transparent
and trustworthy ecosystem of 5G devices and systems. The
new EU cybersecurity regulation “Cybersecurity Act” en-
tered into force in 2019 to create a cybersecurity certification
framework for any ICT product, service or process. It com-
plements the existing GDPR and NIS Directive to strengthen
the cybersecurity in the EU. Indeed, it is expected that the
Cybersecurity Act plays a key role in the development of
5G technologies. As described in the already mentioned
Recommendation “Cybersecurity of 5G networks”, the re-
alization of such framework is an essential tool to promote
consistent levels of security and the creation of certification
schemes adapted to 5G related equipment. Furthermore, the
mentioned toolbox identifies the EU certification for 5G
network components, customer equipment and/or suppliers’
processes as one of the main technical measures to strengthen
the security of 5G networks. In this direction, a common
understanding of the threats, assets, attacks and risks of 5G
systems is essential to create a certification scheme that could
help to recognize the security level of a certain 5G system
across all the member states. Toward this end, the outcomes
of existing initiatives, such as the creation of a EU risk
assessment strategy could help to reach such harmonized
view.

Besides the already mentioned initiatives, in recent years
the EU has funded several research projects in the scope of
the Horizon H2020 programme. Indeed, there are currently
several ongoing efforts dealing with the convergence of IoT
and 5G ecosystems, such as COREnect [141], which is in-
tended to develop a roadmap of core technologies for 5G and
beyond. More focused on specific use cases and scenarios,
5G-LOGINNOV [142] deals with the integration of 5G in
several applications, such as Industry 4.0 and Cooperative
Intelligent Transport Systems (C-ITS). This scenario is the
main topic of the 5G-MOBIX project [143], which aims at
developing automated vehicle functionalities, such as coop-

19https://ec.europa.eu/digital-single-market/en/news/cybersecurity-5g-
networks
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erative overtake, truck platooning, valet parking, road user
detection, vehicle remote control, HD map update and media
& entertainment by using 5G core technological innovations
along multiple cross-border corridors and different urban
settings. Moreover, other projects are focused on certain
technologies to foster the integration of IoT devices into
the 5G ecosystem. In this direction, Int5Gent [144] works
on a 5G-system platform to validate 5G services and IoT
solutions. In particular, the project is intended to integrate
a slice and application orchestration framework based on
SDN, NFV and edge computing to provide such platform.
These aspects are also addressed in the scope of the 5G-DIVE
[145] project, which is focused on the integration of edge/fog
computing and orchestration systems to build an end-to-
end network testing platform for 5G systems. Furthermore,
5G-COMPLETE [146] deals with the integration of com-
puting and storage functionality over a fiber-wireless radio
access network by using post-quantum crypto-systems for
security encryption. More focused on security management,
INSPIRE-5Gplus [147] is currently implementing a fully
automated end-to-end smart network and service security
management framework that empowers not only protection
but also trustworthiness and liability in managing 5G net-
work infrastructures across multiple domains, including IoT
systems. Moreover, SPIDER [148] is working on a replicable
cyber range platform for 5G systems by providing cybersecu-
rity emulation tools, novel training methods based on active
learning as well as econometric models based on real-time
emulation of modern cyber-attacks.

As we can see there is a clear interest in the development
of 5G solutions and their relation to different branches of the
IoT ecosystem. However, based on our analysis, still there is
a lack of specific initiatives coping with the security concerns
associated to LPWAN-enabled devices and their integration
in 5G systems. These aspects need to be considered in the
coming future to deal with the heterogeneous nature of such
devices, and the requirements about lightweight, flexible and
scalable security mechanisms.

VII. CONCLUSION
The great interest in the convergence of IoT and 5G ecosys-
tems has fueled the development of standards, industrial so-
lutions and research proposals for solving the security issues
that this complex integration brings. This paper has deeply
reviewed the security procedures of the 5G architecture, as
defined by the 3GPP standard, and explored the security
strengths and weaknesses of widely adopted LPWAN-based
technologies such as LoRaWAN, Sigfox, or NB-IoT. From
this discussion, it can be concluded that current security
schemes employed in LPWAN-based solutions require addi-
tional enhancements and adaptations for complying with 5G
network-access requirements. In this line, many initiatives to
solve these issues can be found in the literature. Different
SDOs such as ITU or IETF are proposing concrete actions for
the smooth integration of both ecosystems, with interesting
efforts from the latter in the development of lightweight

security protocols for IoT EDs. Many proposals from the
academia and ongoing projects have been also reviewed,
showing the great momentum of this hot topic, which augurs
a successful evolution of IoT systems and their security
mechanisms to be compliant with the stringent 5G security
requirements. However, for this to be done, some addi-
tional steps should be taken. Firstly, the adoption of novel
paradigms such as network virtualisation, i.e., SDN and NFV,
or MEC will be of great help for a seamless interoperability
of heterogeneous IoT systems among themselves and with
the 5G infrastructure. Secondly, the additional development
of simple but robust network access procedures is crucial
for enabling constrained IoT EDs to perform lighter crypto-
graphic operations as well as exchanging a reduced number
of messages. Finally, the massive and dynamic nature of
certain IoT deployments call for solutions to ensure the
system scalability and the mobility of EDs by means of novel
simple roaming mechanisms.
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